IHamsaTka 111 00y4aromuxcs 00 HHPOPMANMOHHOMN 0€30MIACHOCTH JAeTel

Henbvsza
1. BceMm nmoapsia cooOmiaTh CBOI YaCTHYIO HH(POpMAITUIO (HACTOAIINE UMS,
dbammmio, TenedoH, aapec, HOMep IIKOJIbI, a Takke (GoTorpadguu CBou,
CBOCH CeMbH U Jpy3ei);
2. OTKpBIBaTh BIOKEHHBIE (DalJIbl AIIEKTPOHHOM MOYTHI, KOTJ]a HE 3HACIIh
OTIPABUTEIIS;
3. I'pyOuts, npuanpathbcs, OKa3pIBaTh JAaBJICHHUE - BECTH Ce0sl HEBEXKIUBO U
arpeccUBHO;
4. He pacnopspkaiicst feHbraMH TBOEH CEMbU 0€3 pa3pelieHus CTapIux -
BCErja CIpalluBand pOAUTEIICH;
5. He Bctpeuaiicsa ¢ UHTEpHET-3HAKOMBIMU B PEAJIbHOM )KU3HU - TIOCOBETYMCS
CO B3pPOCJBIM, KOTOPOMY JOBEPSICUIb.
Ocmoposcno
1. He Bce numyt npasay. Yutaemib o cebe Henpapay B THTepHETE - cO00IIH
00 3TOM CBOMM POJUTEIISAM WM ONIEKyHAM;
2. Ilpurnamarot nepenuchiBaThCSA, UTPaTh, 0OOMEHUBATHLCS - IPOBEPH, HET JIU
II0/IBOXa;
HesakonHoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;
Bcerna pacckasbiBail B3pocibIM 0 MpoOIeMax B CETU - OHU BCETJ]a TIOMOTYT;
Hcnonb3yil HaCTpoiKH 0€30MaCHOCTH U MPUBATHOCTHU, YTOOBI HE MTOTEPSITH
CBOM aKKayHTHI B COLICETSIX U APYTHX MOpTajax.
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Moocno

YBaxkail Apyrux MoJib30BaTEIEH;

[Tonp3yembest THTEpHET-NCTOYHUKOM - JIefall CCBUIKY Ha HETO;
OTKpBbIBail TOJBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

OOpamiarbest 3a IOMOIIBIO B3POCIIBIM - POJIUTENHN, OTIEKYHBI U
aIMUHHCTPALIMS CAUTOB BCET1a IIOMOIYT

P

Hugpopmayuonnana namamka 011 ooyuaouwuxcs 01 pazmeuleHus
Ha ouyuanbHBIX UHMEPHEem-pecypcax

C KaXIpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS 0OOJIbIIIE, & ITKOJLHUKU OJHU U3
CaMbIX aKTUBHBIX NOJIb30BaTeNe Pynera. Mexay TeM, MOMUMO OIPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, MHTEPHET HECET U MPOoOJIeMbl. DTa MaMATKa JJOJDKHA TTIOMOYb Te0e
0€e30ImacHO HaXOIUThCS B CETH.

Komnblomephule gupycoi

KomribroTepHsiil BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTEITHHOU OCOOCHHOCTBIO KOTOPOU SIBIISIETCS CIIOCOOHOCTDH K pa3MHOKEHHUI0. B
JOIIOJTHEHHUE K 3TOMY, BUPYChI MOTYT IOBPEAUTH WIIM TOJTHOCTHI) YHUUTOXKHUTH BCE
(bailbl U JaHHBIC, TOAKOHTPOIBHBIC MOJIH30BATENI0, OT UMEHHU KOTOPOTO ObliIa 3ammyIieHa
3apa)X€HHas MporpaMMa, a TaKKe MOBPEIUTh WU JaK€ YHUUTOKUTh OIEPALIMOHHYIO
CUCTEMY CO BceMH (pailiiamu B 11e510M. B OOJBIIMHCTBE CIyyaeB pacpoOCTPaHsOTCS
BUPYCHI UEPE3 UHTEPHET.




MeTob! 3aUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIUE CEPhE3HBII
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2. TloctosiHHO ycTaHaBnMBai mautu (IIUQPPOBBIC 3aIJIATKU, KOTOPHIE
ABTOMATUYECKU YCTAHABIMBAIOTCS C LIETBIO0 JOPaOOTKU MPOTrpamMMBbl) U
apyrue oOHOBJICHUS CBOEH OornepanoHHoN cuctembl. CkauynBail X TOJIBKO C
oduumansHoOro caira paspadorunka OC. Ecnu cyniecTByeTr pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE MO/ IPaBaMU I0JIb30BATEINS, a HE
aJIMMHHCTPATOpa. DTO HE MO3BOJIUT OOJIBIINHCTBY BPEJOHOCHBIX POTPAMM
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Wcnonb3yll aHTUBUPYCHBIE TPOIPAMMHBIE TPOTYKThI U3BECTHBIX

IPOU3BOAUTENEH, C aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

Orpannub pU3MUEcKuii JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIUIL;

Hcnons3yil BHENTHUE HOCUTENW UH(OPMAIIH, TAKUE KaK (uielliKa, TUCK WIn

(paiin U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOYHHUKOB,;

7. He oTkppiBail KOMIIBIOTEpHBIE (hANIIbI, TOJIYUEHHBIE U3 HEHAIEKHBIX
MCTOYHHKOB. Jlaxke Te (aiiibl, KOTOpbIE MpUcaan TBOK 3HaAKOMbIN. Jlyurie
YTOUYHHU y HETO, OTIPABJISUI JIU OH T€OE UX.
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Cemu WI-FI

Wi-Fi - 3T0 He BHJI miepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH 1, Mmapka. Ere
B 1991 roxy Hunepnanackas komnanus 3apeructpuponaia opena "WECA", uto
o0o3Hauaso cioBocodyetanue "Wireless Fidelity", koTopsblit mepeBoauTCs Kak
"GecpoBOIHAS TOUHOCTH".

Jlo Haiero BpeMeHu Jioliia pyras abopeBuaTypa, KoTopasi SBJIsSIeTCS TaKOU ke
TexHojorueu. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha
CTaHJapT BbIciiel 3BykoBoM TexHuku Hi-Fi, uto B nmepeBojie 03HavaeT "BhICOKas
TOYHOCTB .

Ha, OecrinaTHbI UHTEPHET-A0CTYN B Kade, OTeNsIX U a’dponopTax sBISETCS OTIMYHOM
BO3MOKHOCTBIO BBIXO/Ia B UHTepHET. HO MHOTHE SKCHIEPTHI CYUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MaCHBIMU.

CoBeTbl 110 0€30MMacHOCTH Pa0OThI B 00IIeNO0CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBOrO JTUUHYIO HHDOpMAIHIO Yyepe3 oomienoctymubie Wi-Fi
cetu. PaboTas B HUX, ’KeJlaTelbHO HE BBOJUTH MAapOJIv JOCTYIIA, JIOTHUHBI U
KaKue-TO HOMEpA;

2. Ucnonw3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOTPaMMBbI U OpanaMayep. Tem
cambIM Thl 00€30MacuIlIb ce0sl OT 3aKauKH BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonbzoBanun Wi-Fi otkitoun Gpynkuuio "O6muii 1octyn K ¢aiiam
u npuHtepaM". JlaHHasg QyHKIUS 3aKpbITa IO YMOJIYAHHUIO, OJHAKO
HEKOTOPbIE TI0JIb30BaTENI aKTUBUPYIOT €€ JIJIs1 y100CTBa UCIOJIb30BAHUS B
paboTe win yueoe;

4. He ucnonbs3yit myonuunsiii WI-FI s nepenaun TMUHBIX JTaHHBIX,
HaIpUMeEp ISl BBIXOAA B COLUATIbHBIE CETH UITU B AJIEKTPOHHYIO MOUTY;




5. Hcnonw3y#t Tonbko 3amuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B moOmisHOM Tenedone otkimoun pynkiuio "Tlonkmouenne k Wi-Fi
aBTomatuyecku'". He momyckaii aBTOMaTH4€CKOTO MOIKIIIOUEHUS
ycrpoiictBa k cetam Wi-Fi 6e3 TBoero cornacus.

COMMaJleble cemu

COHHEUII)HBI@ CCTHU aKTUBHO BXOIAT B HAITY )KU3Hb, MHOTHUC JIFOAU pa60Ta10T H XUBYT
TaM IOCTOSIHHO. MHOIrMe noJjib30BaTeIv HE IIOHMMAIOT, 4YTO I/IH(i)OpMaHI/IH, pasMCIICHHAaA
MU B COIMAJIBHBIX CCTAX, MOXKCT OBITH HaﬁneHa " UCIIOJIb30BAHA KCM YI'OAHO, B TOM
ypcie He 00s3aTeJIbHO ¢ OJaruMu HaMCPCHUAMMU.

OcHosHble cosembl N0 6€30NACHOCMU 8 COUUATILHBIX CeMSX:

1. Orpanuub crucok apy3eil. Y Te0st B Ipy3bsiX HE JOJKHO ObITh CIIyYailHbIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammIimaii CBOXO YacTHYIO *U3Hb. He yka3wiBait mapomnwm, TenedoHsl, aapeca,
JaTy TBOETO POXKACHUS U APYTYIO TUUHYIO HHPOPMAITHUIO.
3710yMBIIUICHHUKH MOTYT UCIIOJIb30BaTh AaKe HH(OPMAIIUIO O TOM, KaK ThI
Y TBOU POJAUTENH MIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammimai CBOI peryTaIuio - IepKU €€ B YICTOTE U 3a7aBail cede BOIPOC:
X0TeJ Obl Thl, YTOOBI IPYTHE MOJIb30BATENN BUICTH, UTO ThI 3arpy>Kaeiib?
[Togymaii, mpesxJie 4eM 4TO-TO OMyOJIUKOBATh, HANUCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCTIOIB3YH CBOE
peanbHOE UMSI U IPYTYIO JIMYHYIO HH(POPMAIIUU: UMsI, MECTO )KUTEIIbCTBA,
MECTO Y4eObl U IIpOoYEEe;

5. UM3b6eraii pasmenienus Gororpaduii B IHTepHEeTe, T11e THI H300pakeH Ha
MECTHOCTH, 10 KOTOPOM MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu perucrparuu B CONMAIBHON CETH HEOOXOIMMO HCIIOJIB30BATh CIIOKHBIC
MapoJI, COCTOAIINE U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlns counanbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO UCIOJIb30BATh
pasHbie maposau. Torga eciau Te0s B3JI0OMAIOT, TO 3JI0YMBIIIJIEHHUKHU MTOTy4YaT
JOCTYI TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

nekmpoHHble OeHbU

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIN CIOCO0 MaTexel, 0 JHAKO
CYILIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JI€HBIH.
DNEeKTPOHHBIE JEHBIU MOSABUIMCH COBCEM HEIABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyzapcrBax 0 CHX IOp HE IPOIKCAaHO PO HUX B 3aKOHAX.
B Poccun ke onn (yHKIMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, Te UX
pa3zesaoT Ha HECKOJIbKO BU/IOB - AHOHUMHBIE M HE AHOHMMHBIE. Pa3HHIIa B TOM, 4TO
AHOHMMHBIE - ATO T€, B KOTOPBIX pa3peuiacTcsi NpOBOJUTH onepanuu 0e3
UJeHTU(UKAIIMY TI0JIb30BATENS, @ B HEAHOHUMHBIX MJECHTU(DUKAIUS TT0JIb30BaTEIs
ABJISIETCS 0053aTEILHOM.
Taxoke cienyeT pa3nuyarh MEKTPOHHbIE (PMATHBIE IeHbIY (PaBHBI TOCYAapPCTBEHHBIM
BaJIOTAM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIM (HE paBHBI TOCYAAPCTBEHHBIM BAJIIOTAM).

Ocnoshble cosemvl no He30nacHol pa60me C SJIEKMPOHHbIMU OeHbeaMU.




1. TlpuBsiku K cueTy MOOUIIbHBIN TelleOoH. DTO caMbIil yIOOHBIN U OBICTPHIM
croco0 BOCCTaHOBUTH AOCTYM K cueTy. [IpuBsizanHblil TenepoH TOMOKET,
ecyiy 3a0yieb CBOM TUIAaTEXHBIA MapOoJIb WK 3aiiIelIb Ha CalT C
HE3HAKOMOT'O yCTPOMCTBA;

2. Ucnonw3yit omHopazoBsie mapou. [locie mepexoaa Ha yCUIIEHHYTO
aBTOPH3ALUIO T€OE YK€ HE OYJIET yrpoKaTh ONACHOCTh KPaXkKH UITU
repexBaTa IIaTeXHOro napois;

3. BriOepu cinoxusIit maposib. [IpectynHukamM Oy €T HE IPOCTO yraaaTh
CJIOKHBIN Mapoyb. HagexHple mapoiu - 3TO Mapoiau, KOTOPbIE COAEPKAT HE
MeHee 8 3HAKOB U BKIIIOUAIOT B C€0s1 CTPOYHBIE U MTPOIUCHBIE OYKBBI,
upbl U HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK JloJuiapa, pyHTa,
BOCKJIMIIATEIbHBIN 3HaK 1 T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

JneKkmpouHaa nouma

DneKTpOoHHAs MoYTa - 3TO TEXHOJIOTHUS U IPEIOCTABISIEMBIE €10 YCIYTH 110 NIEPECHUIKE
Y TIOJIYYEHHIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE pACIPEACIIAIOTCS B KOMIIBIOTEPHOM
cetd. OOBIYHO 31EKTPOHHBIN NOYTOBBIN SIIHUK BBITJSIUT CIECTYIOUIUM 00pa3oM:
MMs_I0JIb30BaTESI(@UM_NoMeHa. Takke KpoMe Mepeadn IpoCcTOro TEKCTa, UMEETCA
BO3MOKHOCTh NIEpe1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 6€30MacCHOM paboTe C INEKTPOHHON MOYTOM:

1. Hano BrIOpaTh MpaBWIbHBIN TOYTOBKIN cepBUC. B HHTEpHETE eCTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIIIe
JOBEPATH TEM, KOTO 3HAEIIb U KTO NIEPBBIM B PEUTHHTE;

2. He yka3piBail B 1nuHO# nouTe JMuHyto uHdopmaiuio. Harmpumep, myure
BbIOpaTh "My3bIKaIbHBIN (hanat@" umum "pok2013" Bmecto "Temal3";

3. Hcmonb3yit ABYXATaMHYIO aBTOPU3ALNIO. DTO KOTJa IOMUMO MapoJisi HYKHO
BBOJIMTH KOJ, IPUCHUIaeMblii 1o SMS;

4. Bpibepu cl0XKHBIN mapob. s Kaxa0ro noYyTOBOro SIIMKA J0HKEH ObITh
CBOW HAJIC)KHBIN, yCTOMYMBBIN K B3JIOMY apOJb;

5. Ecnu ecTh BO3MOXHOCTh HAalMCAaTh CAMOMY CBOM JINYHBIN BOIIPOC,
WCMOJIB3YH 3TY BO3MOKHOCTB;

6. Wcnomnb3yit HECKOIBKO MOYTOBBIX STUKOB. [IepBbIit 1715t yacTHOM
NEPENUCKU C apecaTaMu, KOTOPBIM Thl IOBEPSACIIb. ITO JICKTPOHHBIH
aZpec He HAJ0 MUCIIOIb30BATh MIPHU PETUCTPALMK HA (Popymax U caiTax;

/. He oTkpsiBaii ¢daiiisl U Apyrue BIOKEHUS B MMMCbMaX, JaKe €CJIM OHU
MPUIILTK OT TBOUX JIpy3ei. JIydille yTOUYHU y HUX, OTIIPABIISLIIN JIM OHU TeOe
9T (hanIbI;

8. Tlocne oxoHuaHus pabOTHI HA IOYTOBOM CEPBUCE MEpe] 3aKPhITHEM
BKJIQJIKU C CAUTOM HE 3a0y1b HaXkaTh Ha "BeidATh".

Kubepoynnunz unu eupmyaivrnoe u30e6ameibCcneo

KubepOysuiHr - npecieoBaHue COOOIICHUSIMHU, COJIEPKAITUMU OCKOPOICHUS,
arpeccuio, 3aIyruBaHue; XyJIUTaHCTBO; COITMAIbHOE OOMKOTHPOBAHHE C TIOMOIIIBIO
Pa3TNYHBIX HHTEPHET-CEPBUCOB.




OcHognvle cosemul no 6opvbbe ¢ KubepoOVIIUHOM.

1. He Opocatics B 60ii. JIyumuii cmoco0: mOCOBETOBATHCS Kak ceOst BECTH M,
€CJIM HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaYajae ycnokouTthes. Ecnu
ThI HAYHEIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO €IIe
00JIbIIIE PA30XKKEIIb KOH(IUKT;

VYupasisii cBoelt kubeppenyranuei;

3. AHOHUMHOCTH B ceTd MHUMAas. CyIeCTBYIOT CITOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHUI 00pa3 BUPTyaJIbHOM ku3HU. IHTEpHET

(buKCcHpyeT BCe TBOM JIEUCTBUS M COXPAHSIET UX. Y NAUTh UX OyJAeT KpailHe

3aTpyAHUTEINBLHO;

Coburonail cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanuHbIil HeratuB. OJIHOPA30BbIE OCKOPOUTEILHbBIE
COOOIIeHHUS JIy4llle UTHOpUpOoBaTh. OOBIYHO arpeccus MPeKpaIaeTcs Ha
HavyaJIbHOM CTaJuM;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOILIEHUSMH, B
COIIMAJILHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKHU OTIPABKU COOOIIEHUM €
ONpeeIeHHBIX aPECOB;

8. Ecnu Te1 cBUneTEND KHOepOymmuHra. TBOM AEHCTBUS: BBICTYIHUTH IPOTUB
MpeciieIoBaTeNs, I0Ka3aTh EMY, YTO €ro JACHCTBUS OLICHUBAIOTCS
HEraTUBHO, MOJAEPKATH )KEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAS
MIOMOIIlb, COOOIIUTH B3POCIIBIM O (PaKTE arpecCUBHOIO MOBEICHUS B CETH.
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Moounvubtit meneghon

CoBpemeHnHbIe cMapT(OHBI U TJIAHIIETHI COJIEPkKAT B ce0e BIIOJIHE B3POCIIBIN
(yHKITMOHAJ, M TETIEPh OHM MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEPAMHU.
OnmHako, CpeICTB 3aIUTHI IJIs MMOJOOHBIX YCTPOUCTB ITOKa 0YeHBb Majio. TecTupoBanue u
MOUCK YSA3BUMOCTEW B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1iis [IK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.
CoBpemeHHbIe MOOWIIbHBIE Opay3ephl yKe MPAKTUYECKH JOTHAIU HACTOIbHBIC aHAJIOTH,
OJIHAKO pacipeHre GyHKIIMoHaIa BICYET 32 COO0M OOIBIIYIO CI0KHOCTh U MEHBIITYIO
3aIIUIIEHHOCTbD.
Jlaneko He Bce MPOU3BOAUTENN BBIITYCKAIOT OOHOBJICHUS, 3aKPBHIBAIOIINE KPUTHUUECKUE
YS3BUMOCTH JIJII CBOUX YCTPOMCTB.

OcHosHbie cosembl 0151 6€30naACHOCIU MOOUNbHO20 melle)OHA:
1. Huuyero He siBNsieTCA MO-HACTOSIIEMY O€CIUIaTHBIM. bynb 0CTOpOXKeH, BeIb
Korja tebe nmpeararoT 0ecIuiaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKWe-TO MJIATHBIC YCITYTH;
2. Iymaii, npexae ueM oTapaButh SMS, ¢hoTo nnu Buaeo. Thl TOYHO 3HACTIID,
r7Ic OHU OYIyT B KOHEYHOM UTOTE?
Heo6xoaumo 0OHOBIISATH OMEPaAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOMJIBHBIX TEIC(POHOB;
He 3arpy»xaii mpuioXeHus: OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPaMMHOE 00ECTIeUeHHE;
6. I[locne Toro Kax Thl BBIHJEIB C CANTA, I/1€ BBOAWJ JIMYHYIO HH(OPMAIHUIO,
3aiiii B HACTPOIKHU Opay3epa U ynanu cookies;
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7. llepmomuuecku mpoBepsiii, KakKe IUIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. Magaii cBOIf HOMEp MOOMIIBHOTO Tesie(hoHa TOITBKO JOSM, KOTOPBIX ThI
3HAEeIIb U KOMY JIOBEpSICIIIb;

9. Bluetooth nomkeHn ObITh BBIKIIIOUEH, KOT/IAa Thl UM HE TOJb3yelbes. He
3a0bIBail MHOTIa IPOBEPSITH 3TO.

Online uzpuoi

CoBpeMeHHbIE OHJIANH-UIPBI - TO KPACOUYHBIE, 3aXBaTHIBAIOILNE PA3BICUCHUS,
O0OBEIMHAIOIINE COTHHU ThICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccneayror JaHHbINA UM
MUp, OOLIAIOTCS IPYT C APYIOM, BBINOJIHSIOT 33aHUs, CPAKAIOTCA C MOHCTPaMH U
MOJIy4aloT OMBIT. 3@ YAOBOJIBCTBUE OHM IUIATSAT: MOKYNAOT AUCK, OIUIAYUBAIOT
aOOHEMEHT WUJIM NMPUOOPETAIOT KAaKUEe-TO OMIIHH.
Bce aTH cpeacTBa uayT Ha nojiepKaHUE U Pa3BUTUE UIPbI, @ TAK)KE HA CaMy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPHU3AIIH, BHIITYCKAIOTCSI HOBBIE MATYU
(urdpoBbIe 3aMIaTKH 17151 IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nmogoOHBIX Urpax CTOUT OMACaThCA HE CTOJIBKO CBOMX CONIEPHUKOB, CKOJIBKO KPaKU
TBOETO MapoJisd, HA KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALMH OOJIBILIMHCTBA UTD.

OcHosHbie cosembl no 6€30naACHOCU MB0E20 USPOBO20 AKKAVHMA.:
1. Ecnu apyroil urpok BeaeT ceOs II0X0 WIK CO3AaeT TeOe HEMPUITHOCTH,
3a0JI0KUPYH €ro B CIIUCKE UTPOKOB;
[Toxanylicss aiMUHUCTPATOPAM UIPhI HA TUI0XOE IMOBEAECHUE ITOTO UTPOKA,
YKEJIATEJIbHO NIPUJIOKUTh KaKHe-TO JOKA3aTeNIbCTBAa B BUIE CKPUHOB;
He yxa3piBaiil tnunyro nHGoOpMaIuio B podaiiie urpsl;
YBaxail Ipyrux y4aCTHUKOB [0 UTPE;
He ycranaBnuBaii HeopuimaibHbIe MaTYU U MOJIBI;
Hcnonp3yii CII0XKHBIE U pa3HbIE MTApPOIIH;
Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [I0Kka ThI Urpaemnisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

N

No Ok ow

Duniunz uaIu Kpaxcea TU4HblX OAHHbIX

OOBIYHOI KpaXkell IEHEeT U IOKYMEHTOB CErOHS y>K€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUI 37I0YMBIIIJIEHHUKU NTEPEMECTHIINCH B UHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS ""TIOOMMBIM" JICIIOM.
Tak mosiBUsIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (PUIIIMHT, TJIABHAS 11€JTb
KOTOPOT'O COCTOUT B MOTYYEHUU KOH(PUIECHIIMATBHBIX JAaHHBIX MOJIb30BaTeNICH - JIOTHHOB
u naposeit. Ha anrnuiickom s3pike phishing untaercs kak ¢pummar (oT fishing - peioHas
JIOBJIsA, password - TapoJib).

OcHosnbule cosemul no bopvoe ¢ huwiunzom:
1. Cnenu 3a cBoUM akkayHTOM. Eciiu ThI Tofj03peBaeiiib, 4TO TBOSI aHKETa
ObLJ1a B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOIIUTh
aIMUHHUCTpPATOpPaM pecypca 00 3TOM KaK MOXKHO CKOpEEe;
2. Vcnonb3yit 6e301acHbie B€O-CalThl, B TOM YHCIIEe, MHTEPHET-MarasuHoB U
IIOMCKOBBIX CHCTEM;




3. Hcnonb3yii ciokHbIe U pa3Hble Mapoin. TakuM oOpa3zom, eciu Te0s
B3JIOMAIOT, TO 3JI0YMBIIINICHHUKH TIOJy4aT JOCTYIT TOJBKO K OJJHOMY TBOEMY
MpOQIITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3IOMaNH, TO HEOOXOIUMO MPEIYIPEIUTh BCEX CBOMX

3HAKOMBIX, KOTOpBIC I0OABJICHBI y T€OS B IPY3bSIX, O TOM, YTO TEOS

B3JIOMAJIU ¥, BO3MOXXHO, OT TBOETO UMEHH OyJIeT pacChUIaThCS CIlaM U

CCBUIKH Ha (DPUIITMHTOBBIE CANTHI;

YcranoBu HaaexHbid napoib (PIN) Ha MOOMIBHBIN TenedoH;

OTxIr0uM coXpaHeHHE Mapods B Opaysepe;

7. He oTkpbiBaii (Qaiiyiel U Apyrre BIOKEHUS B MUChMaX, TaXe €CITU OHU
NPUIIUTA OT TBOUX Jpy3ei. JIydille yTouHH y HUX, OTHPABIISIIN JIU OHU TeOe
9TH (HaiIIbL.

o O

Hudgposas penymauus

[Mudposas penyraius - 3T0 HETaTUBHAS WM MO3UTHBHAS MHPOPMAIIHS B CETH O
tebe. KomnpomMerupyromnias nHGopMalys, pa3MeIIeHHAs: B UHTEPHETE, MOXKET
CEpbE3HBIM 00pPa30M OTPA3UTHCS Ha TBOEH peanbHOM xu3Hu. "Lludposas penyranus"” -
3TO TBOW UMUK, KOTOPBIA (popMupyercs u3 HHPOpMaLMK O TeOe B HHTEPHETE.
TBOE MECTO KUTENBCTBA, YUEObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, OCOOEHHOCTH XapakTepa
Y paccKasbl 0 OJM3KUX - BCE ATO HAKAILJIMBAETCSI B CETH.
MHorue nogpoCcTKy JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKaIMK JMYHON MHpOpMaIUK B
WuTepHeTe, HE MOHUMAsi BO3MOXKHBIX MOCieACTBUN. Thl 1a)ke HE CMOKEIlb 0TalaThCsl O
TOM, 4TO (poTOrpadus, pa3MelieHHas 5 JeT Ha3a/, cTajla IPUYMHON 0TKa3a MPUHATH TeOs
Ha paboTy.
KomMmenTapuu, pa3menenue TBoux Gororpaduil u Ipyrue JeiCTBUS MOTYT HE
MCYE3HYTh Ja)Ke MOCIE TOro, Kak Thl X YAAJIUIb. Thl HE 3HACIIb, KTO COXPAHUII 3Ty
uH(pOpMallnIO, TIOTIajIa JIM OHA B TOMCKOBBIE CUCTEMbI M COXPAaHWJIACh JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O T€OE OKpYKarOUIUE IO, KOTOpble HAUAYT U yBUAAT 3T0. Halitu
MH(}OpPMAIMIO MHOTO JIET CIIYCTS CMOXET JIF0OOH - Kak U3 J00pbIX NOOYKIEHUM, TaK U C
HaMEpEeHUEM MPUYUHUTD BPE. ITO MOXKET ObITh KTO YTOAHO.

OcHosHble cosembl no 3auume yu@dposol penymayuu.
1. Tlomymaii, mpexJie YeM 4TO-TO MyOJIMKOBaTh U MepeaaBath y ce0s B Omore
WJIN B COIMAJILHOM CETH;
2. B nHactpoiikax npodusis ycTaHOBH OrpaHHYEHUS Ha TPOCMOTP TBOETO
npouIIg U ero CoACPKUMOTO, CACNIal ero TOJNBKO "/ist npy3eit’;
3. He pa3smemnaii u He yka3biBail HHPOPMAIIKIO, KOTOPask MOKET KOro-JIn0o
OCKOPOJISITH MM OOMIKATh.




